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Mohammad Mizanur Rahman 
 

Program Manager, Brain Station 23 Ltd.  

mizan@brainstation-23.com 
https://www.linkedin.com/in/mizans/ 

- AWS Developer 
- AWS Solution Architect 

- AWS SysOps Administrator 
- MS Azure Infrastructure Architect  

- CEH 
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Brain Station 23 

• Consultancy & 
Migration Support 
 

• Managed Service 
 

• Billing Support in Local 
Currency 
 

• Software Development 
Support for Cloud 
Adaptation 
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Few Clients 
Local 
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Key 
Clients 
International 
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AWS 
Services 
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Virtual Private Cloud(VPC)  
&  

Identity Access Management(IAM) 
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VPC (Virtual Private Cloud) 
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Your own private slice of the “cloud” 



9   

Amazon Virtual Private Cloud (VPC) 

○ A VPC is a virtual private network for AWS.  
○ Logically isolated from other virtual networks 
○ Launch AWS resources, such as Amazon EC2 instances, into 

your VPC.  
○ Configure VPC, setting IP address range, security settings, 

etc. 
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High-level Network Topology 

●Region 
○ Availability Zone 
■ Data Center 
● Subnet 
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Virtual Private Cloud (VPC) 
●Networks 
●Subnets 
●Route Tables 
●Internet Gateways 
●Network ACLs 
●Security Groups 
●Enhanced Firewall (Security Groups) 
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Comparing Security Groups & ACLs 

Security Group Items Network ACL 

Instance Level Operates Subnet Level 

Rules Only Support Allows Rules & Deny Rules 

Stateful: 
Allow return traffic regardless of rules 

State full or less Stateless: 
Allows return traffic with explicit rules 

Applies to an instance only if someone 
specifies the security group when 

launching the instance or associates 
the security group with the instance 

later on 

Launching Process Automatically applies to all instances in 
the subnets it's associated with. 
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Screen of AWS VPC 
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AWS IAM (Identity Access Management) 
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IAM (Identity Access management) 
In Action! 

●Securely control access to AWS services and 
resources for the users.  
●Create and manage AWS users and groups, and 
use permissions to allow and deny their access 
to AWS resources.  
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IAM Users Access 

Minimize the use of the root account 
Create Individual users with least privileges. Use MFA 
Use AWS Defined policies 
Use groups 
Use access levels to review IAM permissions 
Use roles for applications that run on EC2 instances 
Rotate credentials 

Best Practices 



18   Screen of IAM 
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Future is Cloud 

Amazon Web Services (AWS) is the 

CONNECTING DOT 
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Thank you all! 
 

https://www.facebook.com/groups/AWSBangladesh/ 


